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Maritimesecurity：training，drillsandexercises

（加鳳〝切離．γαJ〟g）

LV．Wade
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Abstract

lSPS andMTSAmandates changedtheoperationalstruCture Ofa11Maritime

assets．TheMaritimeworldisforgingaheadwiththefirstrequlrementSinplace，

institutedandimplemented．Nowweareatthecriticaljunctureofapplyingthe

edictsin0urSecurityPlans，aboardships，atShorefacilities，inregionsandin

COuntries．TheseedictsrequlreSPeC摘ctrainingandcerti五cations・Drillsand

exercisesarerequired．Ⅰintendtoshowhowthesehavebeenpromulgatedona

MaritimeTrainingVessel．Inateaching／1eamingenvironmentwearealways

strivlngtO丘ndinnovativewaystoreinforcebyactualpracticetheconceptswe

introduceintheclassroom．Iintendtoshowthatthisisavalidmethodologyfor

insurmgthegreatestpossibleretentionofthepreceptsintroduced・Variedand

un1queaSitis，thetrainlnglnSureSbetterretentioninthemindsofthestudents・

ChoosingunlquePartnerStOtrainwith，uSingtheirassets，Whichareattimesvery

hightech，beyondthecostcapabilityofmostmaritimetraininginStitutions，has

PrOVeneffbctiveforMaineMaritimeAcademyandtheTrainingShip“Stateof

MaineH・Thevalueisspreadtoand負・OmStudentstoallparticipantsinthedrills

andexercisesandtheresultanttrainingeachreceivesisvalueaddedtoall．There

is“lnherentValue”inthismethodologyfromwhichwecanallbenefit
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l Introductiom

OIJuly2004，adatewhichdelineatedthepointintimethattheentireMaritime

WorldwouldbetaskedtoimplementthemandatesoftheIntemationalMaritime

Organization，S（IMO），Intemational Shipand Port Facility SecurityCode
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（ISPS）［1］．Details of the mandate were adopted and publishedin the

InternationalConventionfortheSafetyofLifbatSeaConvention（SOLAS），

1974asamended，ChapterXI－2．

Thekeytothemandateswasthefollowlngrelativetovessels：

■　EstablishedaVessel（ship）SecurityOfncer；

－　EstablishedaVesselSecurityPlan；

O RequiredTraining；

O RequiredExercises；

O Requiredtestsandinspections；

t EstablishedaTrackingDocument；

－　EstablishedaVesselSecurityCerti丘cate；

－　EstablishedcertainequlPmentrequlrementS；

－　Institutedmeans by whichto promulgate the tralnlngandissue the
documentation．

ltis theintent ofthispaperto discussthemethodsused at MaineMaritime

Academy，aboardthetrainingship“StateofMaine”，tOimplementthemandates

OfISPS，andin the United States the Federally mandated Maritime

TranPpOrtationSecurityAct（MTSA）［2］・Toclarify，MTSA，Parallelsthe

requlrementSOfSOLAS，ISPSandappliestoU．S．Vessels．

2　Chronologyandimplementation

2．1Theyear2003

IMOdiscussionsrelevanttotheSOLASamendmentsandlSPSwereunderway

andmaterialwasbeingreleasedasear1yas2003．Wewereawareofsomeofthe

requlrementSbeingdiscussedandmodelcoursesbeingdeveloped．However，We

Chosetoin1Plementsomemeasuresoftrainingforourcrewandstudentspr10rtO

theship’sdeploymentinMayofthatyear．

Accordingly，WeSent3staffofncerstotheMilitary SealiftCommandfor

Chemical，BiologlCal，andRadiologicalTraining．WefollowedthattralnlngWith

two facultymembers attending a Department ofDe鈷nce sponsored training

PrOgramdesignedtotraininstructorstoteachAnti－Terrorism，ForceProtection．
Atthatpointwerequiredtheentire ship’scomplementdeploylngforCruise

2003totake竺trainingcourse（4hours），Whichresultedinreceiptofcertincation
inAnti－terrOrlSm，ForceProtection，Itshouldbenotedthatthiscourseisnot
SPeCifica11ylntendedlforatseadeploymentsbutratheritisintendedforALL

membersofanorganizationandorfamily．Itisverymuchpertinenttoaspouse
ShopplnglrLalargemarketfordailysustenanceaswellasastudentonshore

leaveinabigcity．Itteachesrecognitionofhazardsandsituationalawareness．
DuringCmise2003werefinedouronboardsecuritywatchesandawareness．

Implementation ofin port securitymeasures was testedinSanta CruZ de
Tenerif andAntwerpBelgiumduringthattime．Theinportlmplementationand

Subsequentadaptationwasmodelledon“1essonsleamed”［3］．

Duringthefallandwinterof2003into2004variouspersonnelweretrained

inVSO，CSOandPFSOusingtheModelCourses developedbyIMO．The
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President of Maine Maritime Academy appointed CSO，VSO and FSO

personnel．

2．2Theyear2004

Theyear2004foundusdeeplyinvoIvedinassesslngthevesselinpreparationfbr

witingandsubmittingoursecurityplan；thiswasdonebythevesselowner，The
UnitedStatesDepartmentofTransportation，MaritimeAdministration．Maine
MaritimeAcademybeinglnCuStOdyofthevesselanddeemeditsOperatorwas
invoIvedintheactualwalkabout．Againin2004thepreviousyear’spre－Cmise

instruCtionclassandinportsecuritywasagainof稔redandinfactrequiredforall

CruislngperSOnnel．Duringthiscruisewealsoinstalledandimplementedthe
mandatedAutomaticInformationSystem（AIS）andShipSilentAlarmSystem
（SSAS）．RetumingfromCruise2004justpriortoIJulywefoundthatMARAD

hadsenttoustherequiredShipSecurityPlan．AIsofo1lowingshortlywasthe
Cert摘CateofSecurityComplianceCertincate．Areviewofthereceivedplan

andamethodtoimplementitwasthesu切ectofmeetingsbetweentheVSO，
CSOandotherSecuritypersonnelalongwithFacultyandpartneredexpertsin

thefie）d．Duringthewinterof2004intospring2005thevesselsecurityplan
WaSamendedandre－Submittedfbr叩PrOVal．Aseparaterefbrencedsectionon

SSASwasalsosubmittedfbrapproval．

2．3Theyear2005

Priorto Cruise2005inMay，“StateofMaine”receivedfu11approvalofthe

amendedplansandalsoreceivedanewCerti鮎ateofCompliancebasedonan
assessment by personnelofthe U．S．Coast Guardfrom the Portland Maine

MarineSafbtyOfnce．TheCmise2005foundusimplementingthetrainingas

WedidpriortoCruises2003and2004andadditionallyimplementingasystem

Of access controland testing of our AIS and SSAS systems during the

deployment．ThesimplebutefftctiveuseofphotoID’SandBarCodeScanners

Playedadualrole．Itgaveusinstantknowledgeofwhowasaboardandaccurate
COntrOlofthoseboarding，butalsotendedtosign摘cantlyraisetheentiresecurity
awarenesssituationinthemindsofthestudentsduetotheircontinualuseofthis

accesscontroIsystem；abene撤wehadnotenvisionedpriortocmise・

3　Training（teaching）

3．1PersonTlel（MMApoI）u］ation）

¶le MMA and Training Ship Population consists ofthefollowingtypes of

persomel：

．　Ship’sCrew；

・　LicensedCruiseHires；

・・UnlicensedProfbssionalCruiseHires；

T MMAFacultyandsta代

1　Regimentalsta代
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■　DiningServicesSta代

－　　Students．

3．2Curriculumandtraining

SecurityTrainingispartofthecurriculuminmanyacademiccoursesatMaine

MaritimeAcademyandbecausetheshipisusedasanalongsideLabforupto

lOmonths of the year the platformis always there requlrlng WatChes，

maintenanCe and sometimes providing onboard berthing　for students．

Accordingly，itisintegratedintothenormaleverydaylifbatMMAandplaysan

integralroleintrainingourstudents，Staffandfaculty．Visitorstotheshipalso

undergosecuritychecksaccordingtoourvesselsecurityplanandaretherefore

enlightenedbythestudentwatch－keepersastowhatisrequired，Whileatthe

Sametimegivingthestudentstheopportunitytopractisewhattheyareleaming．
lnlookingatthetypesoftrainingand丘equencyofrepeattraining，Welook

Carefully at thetypes ofpersonnellisted aboveand endeavourto tailor・the

trainingto丘tthegroup．Tnsomeinstancesindividualswithinacertaingroup

mqy actually have securitycredentialsin some fields．We try to matchthe

individual，andhisorherskills，tOaSegmentOftrainingifatallpossible．The

Oldadageofusingtheavai1ableresourcescertainly且tsthisinstanceandlends

Credibilitytotheteachingifitcanbewoumdarounda“seastory”．

3．3Atsea（Cruising）

Whiledeployed，allstudentsaboardareassignedSecuritywatchesatseaandin
Port．Theupper－Classstudents（2／C）aboardarenormallyputinchargeOfthe

underclass（4／C）studentsandthe4／Creporttothe2／C．OveralltheMidshipman

OfBceroftheDeck（MOOD）isparalleltoashiplicensedMateandisincharge

Ofthesecuritydetail．

Prior to arrivalina port the Midshipman Cadet OfBcer（Rate）whois

designated Security，Safbty and Compliance Ofncerwi11issue a set of

instruCtionsforthe securitydetai1，having had approval什om the VSO and

Master．Thissetsoutanyparticularissuesattheport．TheRatewillalsotake
partin any securitybrie罰ngs and Declaration ofSecuritywith Port Omcials

shouldtheneedarise．

4　Driusandtests

4．1AIS

AlSisanintegralpartofourtrainingduringbridgewatchevolutions．Status
Changeanditsimportancearestressed・RecognlZingfalseinformationstrings

andimproperoperationaltechniquesisimportantandistaughttothestudent

population．

The earlymandateforAIS equlPmentandtheruShto de血eitsrole and
OPerationactuallyworkedtotheadvantageofthoseteachingitsuseaStherearea
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fewglitchesthatareseenpretty0丘enintheinformationstringsbeingsentoutby

Ship’sAIS．

EXAMPLE：lA vesselentering StJohn Newfoundlandwith a Course Over

Groundofabout270degreesactuallyshowedaship’sheadingofO91degrees；

almost180degreesinerror．The displayediconin factlookedlikeit was

backingintoportandhadtheSpeedOverGroundnotbeen17knOtsthatjust
mighthavebeenthecase．Obviouslythepersonnelonthatship’sbridgehadnot

CheckedthedigitalrepeaterthatwassendingheadinginformationtotheAlS．

Another opportunity　arises when we　find tankers“underway sailing”・

Unfortunately onmostAIS unitsthescrolldownmenuforvesselstatushas

“Underway，Sailing”atthetopofthelistandasmostMates“Sail”B－OmeVery

port，itisthelogical丘rst choiceforthem，Wheninfact，the correctchoice

“UnderwayuslngenglneS”isloweronthelistandshouldhavebeenthechoice．

4．2　SSAS

SSASisroutinelytested；althoughtheexacttimeandmethodsarenotdisclosed，

theresultsaresharedwiththestudentpopulationandtheyareawarethatthe

ShoresideentitiesthataretOreSPOndtoouralertshave，infact，reCeivedthetest

meSSage・

4．3　Bombthreat

Bomb threats，While deployed，may be easily tested as a drillby planting a

“払ke”boxsuitablylabelled．Thiswasactuallydoneduringcruise2005when

twoboxesweresetoutinlocationsabouttheship．Bomb＃lwassetinthepath

OftheSecuritywatclmanmakingtheroundsandwewerefairlycertainitwould
bereadilydiscoveredandthealertsoumded．Bomb＃2washiddensoasearch

wouldhavetobeinitiatedandtechniquesforsearchingcouldbedemonstrated

andtaught．

Thisiswhatactuallyhappened，eXCeptthattheofncerinthespaceatthetime

itwasdiscovered，instruCtedthewatchmantotakeitupandtossitoverthestem

（itwasplantedinthesteeringgearroom）．Studentsdonotalwayslistentoo

CloselyandthestudentinterpretedthistomeantakeittotheEngineRoom

ControIStationandcalltheBridgeforpermissiontotossitove血oard・Whyhe

didnotsimplyusethesteeringgearrOOmPhoneisstillamysterytous，butthis

bomb，haditbeenreal，WOuldhavebeentransportedtoperhapsthemostvital

areaOftheshipbyoneofOURlads！Anyway，lessonsarelearnedfromthatto

besure‥．thefirstofwhichisDON，TTOUCHIT！

5　Exercises

5．1CruiseuJlderrwayjointexercise

TS“StateofMaine卯conductedjointexerciseswiththeU．S．CoastGuardand

MaineArmyNationalGuardCivilSupportTeamWhileunderwayin2002・This

exerciseutilizedtheAirandSearesourcesoftheCoastGuardtoaccompanyand
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deploytheNationalGuardteamtothevesselviaHelo．Theteamthenused

SOPhisticated air sampling and analysIS gear tO SWeeP anarea Ofthe ship，

downloadthedatacollectedtoalaptopcomputeranduplinkthedatathrougha

portableGANSatellitefbed．TheteamwasthenextricatedbyHelo．Several
vitallessonsleamedresulted舟om this exercise nottheleast ofwhich wasthe

difnculty ofmovingaboutnarrowshippassagewayswhile suitedinfu11gear

including breathing devices，Whichle允verylittle roomfor the backpack

Samplingunit．Studentparticipationinthisexerciseresultedinvaluablesecurity

liaisonaswellascommmicationsandHelooperationstraining．

5．2AlongsidejoiJlteXerCise

Anexercise designed to trainfor boarding a shipfrom a smallvesselwas
conductedinlate2002while TS“StateofMaineHwasmooredtoherberth．A

Mobile hbwas setup capableofsamplingandanalyzing solidand／orliquid

Substances．TheteamfirstboardedareconnaissanceteamViathepilotladderand

a丘erreconnoitrmghailedthebalanceofthesearchteamtOboard．Meanwhile，

their delivery vesselwas taken out ofthe picture by a simulated casualty．

Finding，analyzingandcommunicatlngthebio－hazardousmaterialtheteamthen
hadtoexitthevessel．

Partnersinthisexercise，theUSCGandMaineAmyNationalGuard，enlisted
thehelp ofthe CoastGuardAuxiliaryto supplyaboattoreplacethe Coast

Guardvessel．Tofurthercomplicatethemissionwedeemedamemberofthe

Striketeamtohaveslippedonaladderandbrokenhisleg．Thisrequiredan

innovativewaytotransferhimtothewaltlngauXiliaryvessel．ARersecurlng

thecasualtyina“stokes”litteralifbboatwasloweredtothemaindeckandthe

littertranSftrredtothelifbboat．Itwasthenusedasanelevatortolowerthelitter

tothewatersedgewherethelittercouldbeeasilytranSfbrredtotheAuxiliary

vessel．Lessonsleamed　from this exercise were that the teams had to be

adaptabletocontingenciesandtoutilizetheship’screwtoassistinfindingways

tohelpgettingthetasksdoneinasaf andefncientmanner．Backupplansand

assetsneedtobeinplaceandreadilyavailable．

5．3　StatePoliceK－9

ForseveralyearSPriorto9－11thetrainingshiphadrequestedtheuseofMaine

StatePoliceCanineunitstosweepthevesselfordrugspr10rtOdeployingfora

Cmise．Wedidthisprlmarilyasadeterrentandtrainingexerciseforthestudents．

Onethingthatwefoundevidentinourfirstsweepwasthatnotallcanineswere

happyorabletoclimb shipboardladders．Thisforcedthepolicehandlersto

SOmetimescarrytheirdogsupanddownladders．Ofcourse，thiswasthoughtto

beveryfunnyandthehandlerswerethebruntOfmuchjokingfromtheirfe1low

COmpatriots．

TheStatePolicethenaskediftheycouldusetheshiptotraintheirunitsand

Wehavebeenconductingsuchtrainingeversince．

With9－11，Weimmediatelyexpandedthissweepoftheshiptoincludebomb

dogsaswellasdrugdogs．Trainingcontinuesandthedeterrentaffbcthasbeen

absolutelyef托ctive．
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5．4AreaMaritimeSecurity

Severalopportunities have been available through ourparticipationin Area

Maritime Securityinitiatives．Vessels，perSOnnelforcasualties，Plarningand

assetallocationhaveallbeendiscusSed，plannedandatexercisetimeexecuted・

Additionalexercise opportunities surface whenanarea eXerCiseis cIose

enoughtowarrantuselevatingourMARSEClevelbecauseofthethreatinthe
area．Thisisarealtime“threatinthearea”typedri11thatlastsforseveralhours

andtestsourabilitytorampupOurSeCuritylevels．PrimarilyinvoIvedarecrew

andstudents，howevertheentirecommunityisimpactedwhenourMARSEC

levelchangesandcertainlydemonstratestothecommunltyatlargeourreadiness

6　Summary（lessonslearned）

Multipleopportunitiesariseintherealworldofshipsecuritywithintheship’s

planitselfandintheliaisonwithshoreentitiesandtheirfacilityplans・MMA

hasmadeitapointtoparticipateinexercises，drillsandareaeventswhenever

possible・Thedecisionhasbeenagoodoneandourstudentsarewellpreparedto

recognize and dealwith diffbrentlevels ofsecurity，both procedura11y and

Operationally．

6．1Ⅰ主uitdingI主lockPrimcipleorlearnlng

Onepreceptthatweadoptedin0urSeCuritytrainingisthatoftheBuildingBlock

Principlel4］．OurstudentpopulationcannOthaveopenaccesstooursecurity

planasthatisspecincallyforbidden，nOrWOulditmakesense・However，by

introducingthemtovariousaspectsoftheplanandearlytrainingduringtheir

nrstyearatMMA，meaワSthattheywillgettopracticereal，Onboardsecurity
watchesontheir且rstcrulSe．Durhgtheirtransitiontotherealmerchant且eetin

the2ndyeartheyhaveasetofbasicskillsandtrainingtotakewiththem・They

shouldbewellpreparedtoparticipateinanyshipboardsecurityonanyshipand

atanyfacility．

¶le頁naltwoyearsatMMA，aftercadetshipping，areSpentParticipatingln

planning，eXeCutingandbeinginchargeofasecuritydetail・Asupperclass
cadetstheyareincharge・Theyshouldbereadytoreacttoanysituationthat

mayarise．Opportunitiesshouldariseforthemtotakepartinarealshipsecurity

assessment．Thistask，andanauditwhichentailsaccompanyingtheU．S．Coast

GuardinspectorinthearLnualinspection，wi11meanthestudent，upOngraduation

andmatriculationtothemerchantneetasThirdMateorThirdEngineer，wi11

havehadfouryearsofincreasinginvoIvementwithMaritimeSecurity・

Inherentvalueis builtintothe struCtureOfthetrainingprogram．Itis an

integralpartofeverystep・Studentsleambestwhentheycanrelatetoandsee

valueinwhattheyaredoing・Wehavestriventomakethisprograrnworkand

PrOSper．Resultstodatehavebeengratifying・
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6・2Thenextstep

AswemarchontowardsISPSbeingintegratedintoSTCWasacompetencythat

mustbeassessed，WearePOSitionlngOurSelvestorestruCtureOurtrainingeffbrts

to allowfor periodic assessments．Because ofourStruCture and the active

palticipation ofourstudentsinallfouryearsitwillbeaneasytransition．

Assesslngthecompetencyisthegoalandwearedeveloplngthepaperwotkas
thisisbeingwritten．

Tablel：　StudentSecurityTrainingatMMA．

W hen W hat Rem arks
1StyearatM M A ForceProtection／An ti－

Terrorism
Courseand trainin g

1Stcru iseaboardTS W atches＆Audits Assignedto Security
STA TE OF M A INE
（TSSOM ）

detail

2ndYearatM M A Varioussecurity

Segm entSim beddedin
COurSeS

Academ ic

CadetShippin g M erchantShip AsD irectedandaspart

OfaSeaPrqject
3rdY earatM M A Various SeCurity Academ ic

Segm entSimbedded in h cludedaudits，dri1ls

COurSeS． andproceduresinthe
USCG Cert摘cateof SIPprogram of
lnspection Self
Inspection Program

M aintenance．

2ndcru iseaboard Security Detail Tn char geand direct
TSSO M liaison with M idshipman

OfBceroftheDeck，
Ship’SW atchO fncer

andpossibleshoreside
invoIvem entW ithfacility

plan
4thyearatM M A Varioussecurjty

Segm entSim bedded in
COurSeS

A cadem ic

U pperClassCruise Ship Security 0 m cer Classroom，filed
M odelCour Se exercisesand

COm petenCy aSSeSSm ent
Al14year S A ccessControl Introduction to anduse

Ofsecurity cards，
electronl cdatalogglng
andaccoun tability
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6．3　Course以！rti触thm

MaineMaritlmeAcademyisproceedingtocertifytheShip／VesselSecurity

Ofncermodelcourseintwoways・Firstistooffbritaspartofcontinuhg
education，andsecondisasincorporatedinourcurriculumaSPartOfournOrmal

STCWtraining・Itistheintentthatclassroomandpracticalcoursewofkwill

takeplaceaboardthetrainingshipduringcruisesforallwhoareinthelicense

O餌C訂prO辞職m．

WiththeacceptanCeOfa’ModelCourse”fbrShip／VesselSecurityOfncer

WearetranSitioningtoprovidetherequiredcoursehoursandinVoIvementofall
ourstudentsasshownintable）．

6・4Sample2005preぺ川i聞tmining

Thepre－CruisetrainingPowerPointpresentationinPDFfbrmatthatwasusedin

Mayof2005isattachedasanaddendumtothispaperfbrthoseinterestedin
Seeingit．
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